© 2014 1JEDR | Volume 2, Issue 1 | ISSN: 2321-9939

Data Integrity Verification in Cloud Storage without
using Trusted Third Party Auditor

Rana M Pir
Lecturer
Leading university, sylhet Bangladesh
Ranapir@yahoo.com

Abstract— Data security is biggest problem. In cloud storage User can store their data remotely without maintaining local copy of data.
So the integrity verification of the data is major problem in cloud storage. We ensure the data not tampered with other because cloud
provider is not completely trusted. Integrity Verification can be managed by the use of TPA (Third Party Auditor) or without TPA. In
this paper we review integrity verification with TPA and non TPA with security.

Index Terms— Cloud Computing, Security, Integrity Verification, Data Storage Correctness, Privacy, Third party auditor

l. INTRODUCTION

Cloud computing is a utility, where users can remotely store their data into the cloud storage so as to enjoy high quality
applications and services. Cloud computing involves delivering hosted services over the internet. These services are broadly
divided into three categories: Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS).
A cloud service has three distinct characteristics that differentiate it from traditional hosting. The advantage of cloud is cost
savings. The prime disadvantage is security
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Fig: 1.1 Cloud Computing [7]

cloud computing has various security issues like data theft, data integrity on cloud server, secure transmission of data,
integrity verification without much overhead/computation cost, access rights management and security while sharing file to other
user. In cloud computing user can store data remotely on cloud server. Cloud server (Provider) is external entity is not completely
trusted. Data can be altered/temper by unauthorized entity without permission of data owner on cloud server. How the data owner
make sure that his data has not been modified by others (or may be by the Cloud provider itself, accidently or intentionally). So
data storage correctness is required for detecting such kind of unlawful activities on data is an utmost priority issue.

Data storage correctness scheme classified in two categories (a) without use of third party auditor (Non TPA) (b) With use of
third party auditor (TPA).In case of using TPA, an external Third Party Auditor (TPA) that verifies the data integrity and sends
report to user, some time in form of extra hardware or cryptographic coprocessor is required. This hardware scheme provides
better performance due to dedicated hardware for the auditing process but has some drawbacks

1. Such as single TTP resulting into bottleneck in the system, TPA is supposed to be a central, independent & reliable
component; it may become bottleneck to the entire system. Any unusual activity in TPA may cause entire cloud
system to go down or reduction in the performance.

2. As the data sent from cloud data owner premise is in encrypted form and the required credentials to decrypt the same

are kept hidden from cloud service provider, during regulatory compliance, laws which make the data owner

responsible for protection of his data can be followed

Some time with the use of TPA extra hardware or cryptographic coprocessor is needed.

4. During any legal investigation, cloud service provider cannot handover the data to any statutory body without
consulting to data owner.

w

To provide data security in cloud computing we use cryptographic techniques: Cryptography is the science of using
mathematics to encrypt and decrypt information. Once the information has been encrypted, it can be stored on insecure media or
transmitted on an insecure network (like the Internet) so that it cannot be read by anyone except the intended recipient. We use
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Symmetric key (AES, DES, 3DES) and Asymmetric key (RSA, Diffie-Hellman) algorithm for encryption and decryption of data.
In data storage correction data integrity verification can performed with use of hash function such as MD5, SHAL, SHA2, SHAS,
BLAKE using this hash function we create unique signature of data for later verification of data integrity.

Data Security & Integrity Verifying with Hash Function

1. Using Cryptographic Algorithm

Cryptography is the science of using mathematics to encrypt and decrypt information. Once the information has been
encrypted, it can be stored on insecure media or transmitted on an insecure network (like the Internet) so that it cannot be
read by anyone except the intended recipient. We use Symmetric key (AES, DES, 3DES) and Asymmetric key (RSA,
Deffi-Hellman) algorithm for encryption and decryption of data.

2. Using Hash Function (Message Digest)

A cryptographic hash operation produces a fixed-length output string (often called a digest) from a variable-length

input string. For all practical purposes, the following statements are true of a good hash function:
Collision resistant: If any portion of the data is modified, a different hash will be generated.
One-way: The function is irreversible. That is, given a digest, it is not possible to find the data that produces it.
These properties make hash operations useful for authentication purposes. For example, you can keep a copy of a digest
for the purpose of comparing it with a newly generated digest at a later date. If the digests are identical, the data has not
been altered.

3. Using MAC (Message Authentication Code)

A MAC operation uses a secret key and cipher algorithm to produce a value (the MAC) which later can be used to
ensure the data has not been modified. Typically, a MAC is appended to the end of a transmitted message. The receiver
of the message uses the same MAC key, and algorithm as the sender to reproduce the MAC. If the receiver's MAC
matches the MAC sent with the message, the data has not been altered.

4. Using HMAC (Hash MAC)

An HMAC operation uses a cryptographic hash function and a secret shared key to produce an authentication value.

It is used in the same way a MAC is used.

Hash functions, also called message digests and one-way encryption, and are algorithms that, in some sense, use no key.
Instead, a fixed-length hash value is computed based upon the plaintext that makes it impossible for either the contents or length
of the plaintext to be recovered. Hash algorithms are typically used to provide a digital fingerprint of a file's contents often used to
ensure that the file has not been altered by an intruder or virus. Hash functions are also commonly employed by many operating
systems to encrypt passwords. Hash functions, then, provide a measure of the integrity of a file. Hash algorithms that are in
common use today include: Message Digest (MD) algorithms: A series of byte-oriented algorithms that produce a 128-bit hash
value from an arbitrary-length message. We mainly used MD2,MD4 and MD5 Message Digest .

Secure Hash Algorithm (SHA): Algorithm for NIST's Secure 180- 1 Hash Standard (SHS). SHA-1 produces a 160-bit hash
value and was originally published as FIPS and (aka SHA-2) describes five algorithmsin the SHS: SHA-1 plus SHA-224, SHA-
256, SHA-384, and SHA-512 which can produce hash values that are 224, 256, 384, or 512 bits in length, respectively.

I1. EXISTING SYSTEM

In Existing system they use Third party auditor to check the integrity of data in this Scheme having three components:
1. Cloud User (CU)

2. Cloud Service Provider (CSP) & Cloud Server (CS)

3. lii)Third party Auditor (TPA)
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Figl:Third Party Auditor Scheme[5]
Public Auditing Scheme using third party auditor (TPA)

Basic Scheme | The cloud user pre-computes MACs ci= MACsk(i|jmi) of each block mi (i€ {1, .. ., n}), sends both the data
file F and the MACs {oi}1<i<n onto the cloud server, and releases the secret key sk to TPA. During the Audit phase, the TPA
requests from the cloud server a number of randomly selected blocks and their corresponding MACs to verify the correctness of
the data file. The insight behind this approach is that auditing most of the file is much easier than the whole of it. However, this
simple solution suffers from the following severe drawbacks:

1. The audit from TPA demands retrieval of users’ data, which should be prohibitive because it violates the privacy-
preserving guarantee;
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2. Its communication and computation complexity are both linear with respect to the sampled data size, which may result
in large communication overhead and time delay, especially when the bandwidth available between the TPA and the
cloud server is limited.

Basic Scheme Il To avoid retrieving data from the cloud server, one may improve the above solution as follows: Before data
outsourcing, the cloud user chooses s random message authentication code keys {skt}1<t<s, pre-compute MACs for the whole
data file F, and publishes these verification metadata to TPA. The TPA can each time reveal a secret key skt to the cloud server
and ask for a fresh keyed MAC for comparison, thus achieving privacy-preserving auditing. However, in this method: 1) the
number of times a particular data file can be audited is limited by the number of secret keys that must be a fixed priori. Once all
possible secret keys are exhausted, cloud user then has to retrieve data from the server in order to re-compute and republish new
MACs to TPA. 2) The TPA has to maintain and update state between audits, i.e., keep a track on the possessed MAC keys.
Considering the potentially large number of audit delegations from multiple users, maintaining such states for TPA can be
difficult and error prone.

They use the technique to uniquely integrate the homomorphic authenticator with random masking technique. In their system,
the linear combination of sampled blocks in the server’s response is masked with randomness generated by a pseudo random
function (PRF).With random masking, the TPA no longer has all the necessary information to build up a correct group of linear
equations and therefore cannot derive the user’s data content, no matter how many linear combinations of the same set of file
blocks can be collected. Meanwhile, due to the algebraic property of the homomorphic authenticator, the correctness validation of
the block-authenticator pairs will not be affected by the randomness generated from a PRF. A public auditing scheme consists of
four algorithms (KeyGen, SigGen, GenProof, and VerifyProof). KeyGen is a key generation algorithm that is run by the user to
setup the scheme.

SigGen is used by the user to generate verification metadata, which may consist of MAC, signatures, or other related
information that will be used for auditing. GenProof is run by the cloud server to generate a proof of data storage correctness,
while, VerifyProof is run by the TPA to audit the proof from the cloud Server.
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Fig2:Third Party auditing scheme

I11. PROBLEM IN EXISTING SYSTEM

many researchers have attended the issue of data storage security in cloud which we broadly categorize into two groups one
which make use of trusted third party auditor (TTPA) and other that do not. Normally TTPA is a reliable independent component
which is trusted by both the cloud users and server many researchers recommend the support of trusted third party (TTP). By
leaving the resource consuming cryptographic operations on TTP for achieving confidentiality and integrity, cloud users can be
worry-free. But issues such as TTP becoming bottleneck, data leakage, introduction of new vulnerabilities, scalability,
accountability, performance overhead, dynamic data support, extra hardware cost incurred etc. have motivated many researchers to
address the data storage security problems without using trusted third party auditor

1. TPA is supposed to be a central, independent & reliable component; it may become bottleneck to the entire system.
Any unusual activity in TPA may cause entire cloud system to go down or reduction in the performance.

2. Cloud data owner can directly control the cryptographic operations to be performed on his data stored on cloud. Cloud
data owner can specify privacy level of his data and also choose combinations of cryptographic operations from
available options instead of TPA to decide what is good for his data.
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Some time with the use of TPA extra hardware or cryptographic coprocessor is needed.

4. As the data sent from cloud data owner premise is in encrypted form and the required credentials to decrypt the same
are kept hidden from cloud service provider, during regulatory compliance, laws which make the data owner
responsible for protection of his data can be followed.

5. During any legal investigation, cloud service provider cannot handover the data to any statutory body without
consulting to data owner.

6. No file sharing mechanism between cloud user.

7. High Computational and communication cost in

PROPOSED SYSTEM

Clowud
Servioe

FProvider

(CSP)

| propose a data storage security model, which intends to solve the data security problem, Integrity verification and File
sharing problem.

My Propose System Contains three stakeholders like:

A. Data owner, who generates and owns the data, possessing all rights about file operation, it can pass on the same to other
Cloud data users.

B. Cloud service provider (CSP), which is the central core component of the whole system. It also acts as a cloud data
server.

C.  User, who uses the data based on credentials received from the data owner.

1. Data owner generates key using Symmetric Key (DES, AES) and Asymmetric key generation (RSA) algorithm and store
that key , and encrypt and decrypt data using that key stored in database. Data owner generate hash code (Signature) using
cryptography hash functions Blake on Encrypted file and store that signature in database.

2. Data owner upload encrypted file on cloud Service provider (CSP). If later data owner want to verify that file on CSP they
send request to CSP. So CSP calculates hash code for the encrypted file which is uploaded by the DO and sends it to DO.

3. DO compare the hash code received by CSP with the actual hash code to check the correctness of data which is stored on
the CSP.

4. CSP decrypt file using Symmetric key (DES, AES) and Asymmetric key (RSA) generation algorithm and send to DO.
And DO requests for view/download the file.

5. DO Grant file Access Rights (Sharing of file) to other cloud user.
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Enter your data: cloud computing security

Enter your data: cloud computing security
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cloud computing security

CONCLUSIONS

In this Scheme provides encrypt and decrypt data using Symmetric (AES, DES) and Asymmetric (RSA) Algorithms and use
hash function for generating hash code.This system provides high security, lightweight data integrity verification, data hiding and
secure access right to other cloud data file requester.In future this proposed scheme should be enhance for large data style. We
provide mechanism for Cloud Data Requester to access file on Cloud Server. This scheme work faster and secure to check
integrity of data on cloud server.
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