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Abstract— Network based technology and Cloud Computing is becoming popular day by day as many enterprise applications and data
are moving into cloud or Network based platforms. Because of the distributed and easy accessible nature, these services are provided
over the Internet using known networking protocols, Protocol standards and Protocol formats under the supervision of different
management’s tools and programming language. Existing bugs and vulnerabilities in underlying technologies and legacy protocols tend
to open doors for intrusion so many Attacks like Denial of Service (DDOS), Buffer overflows, Sniffer attacks and Application-Layer
attacks have become a common issue today. Recent security incidents and analysis Have manual response to such attacks and resolve
that attacks are no longer feasible. In Internet and Network system application or platform facing various types of attacks in every day.
Intrusion Prevention and the IDS tools that are employed to detect these attacks and discuss some open source tools to prevent and
detection of intrusion and how can we use Open Source tools in our system. Snort is an open source Network Intrusion Detection
System (NIDS) which is available free of cost. NIDS is the type of Intrusion Detection System (IDS) that is used for scanning data
flowing on the network. There is also host-based intrusion detection systems, which are installed on a particular host and detect attacks
targeted to that host only. Although all intrusion detection methods are still new, Snort is ranked among the top quality systems
available today.

Index Terms— Intrusion detection system, Advanced IDS Techniques Using Snort, Apache, MySQL, PHP, and ACID

I. INTRODUCTION TO INTRUSION DETECTION AND SNORT

Intrusion detection is the process of monitoring the attacks and events occurring in a computer or network system and analyzing
them for signs of possible incidents of attacks, which are violations or imminent threats of violation of computer security policies,
acceptable use policies, or standard security practices. Incidents have many causes, such as malware (e.g., worms, spyware, Denial
of Service (DDOS), Buffer overflows, Sniffer attacks and Application-Layer attacks), attackers gaining unauthorized access to
systems from the Internet, and authorized users of systems and misuse their privileges or attempt to gain additional privileges for
which they are not authorized. As network attacks have increased in number and severity over the past few years, intrusion
detection systems have become a necessary addition to the security infrastructure of most organizations.

This Paper is intended as a primer in intrusion detection, developed for those who need to understand what security goals
intrusion detection mechanisms serve, how to select and configure intrusion detection systems for their specific system and network
environments, how to manage the output of intrusion detection systems, and how to integrate intrusion detection functions with the
rest of the organizational security infrastructure.

Security is a big issue for all networks in today’s enterprise environment. Hackers and intruders have made many successful
attempts to bring down high-profile company networks and web services. Many methods have been developed to secure the
network infrastructure and communication over the Internet, among them the use of firewalls, encryption, and virtual private
networks. Intrusion detection is a relatively new addition to such techniques. Intrusion detection methods started appearing in the
last few years. Using intrusion detection methods, you can collect and use information from known types of attacks and find out if
someone is trying to attack your network or particular hosts. The information collected this way can be used to harden your
network security, as well as for legal purposes. Both commercial and open source products are now available for this purpose.
Many vulnerability assessment tools are also available in the market that can be used to assess different types of security holes
present in your network. A comprehensive security system consists of multiple tools, including:

Il. TYPE TYPES OF ATTACKS

Denial-of-Service (DOS) attacks, It is an attempt to forbid the authorized users from utilizing the requested service/ resource. A
more advanced Distributed Denial of Service occurs when in a distributed environment the attacker sends or rather floods the
server or a target system with numerous connection requests knocking the target system to the knees, leaving them no other
option to restart their system. Some well known DOS attacks are:

SYN Attack where the attacker exploits the inability of the server to handle unfinished connection requests. Server is flooded with
connection requests. The server crashes waiting for the acknowledgments of the requests.

Ping of Death where the attacker sends a ping request which is larger than 65,536 bytes which is the maximum allowed size for
the IP, causing the system to crash or restart

Logon Abuse attacks, a successful logon abuse attack would bypass the authentication and access control mechanisms and grant
a user with more privileges that authorized.

Application-Level Attacks, The attacker exploits the weakness in the application layer — for example, security weakness in the
web server, or in faulty controls in the filtering of an input on the server side. Examples include malicious software attack
(viruses, Trojans, etc), web server attacks, and SQL injection.
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Spoofing attack, the attacker impersonates an legitimate user. IP spoofing is a common example where the system is convinced
that it is communicating with a trusted user and provides access to the attacker. The attacker sends a packet with an IP address of
a known host by alerting the packet at the transport layer.

Sniffer Attack, A sniffer is an application that can capture network packets. Sniffers are also known as network protocol
analyzers. While protocol analyzers are really network troubleshooting tools, they are also used by hackers for hacking network.
If the network packets are not encrypted, the data within the network packet can be read using a sniffer. Sniffing refers to the
process used by attackers to capture network traffic using a sniffer. Once the packet is captured using a sniffer, the contents of
packets can be analyzed. Sniffers are used by hackers to capture sensitive network information, such as passwords, account
information etc.

I11. COMPONENTS OF SNORT

Snort is logically divided into multiple components. These components work together to detect particular attacks and to
generate output in a required format from the detection system. A Snort-based IDS consists of the following major components: ¢
Packet Decoder
Preprocessors
Detection Engine
Logging and Alerting System
Output Modules
Figure shows how these components are arranged. Any data packet coming from the Internet enters the packet decoder. On its
way towards the output modules, it is either dropped, logged or an alert is generated.
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Fig 1 Components of Snort
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Fig 2 Block diagram of a complete network intrusion detection system consisting of Snort, MySQL, Apache, ACID, PHP

Snort Installation Scenarios
—  Test Installation
— Single Sensor Production IDS
— Single Sensor with Network Management System Integration
— Single Sensor with Database and Web Interface
—  Multiple Snort Sensors with Centralized Database

Intruder tries to attack

hosts present on this
natwork

A computer with
Snort, MyS01,
Apache, ACIID,
PHPLOT, GID
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A user looking at
intrusion data
collected by Snori
through web
browser

Fig 3 A network intrusion detection system with web interface

IV. INSTALLING SNORT AND GETTING STARTED

Installing Snort

In this section you will learn how to install precompiled version of Snort as well as how to compile and install it by yourself.
Installation of the pre-compiled RPM package is very easy and requires only a few steps. However if you get Snort in source code
format, the installation process may take some time and understanding.

Download
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Download the latest version from Snort web site (http://www.snort.org). At the time of writing this book, the latest binary file is

snort-1.9.0-1snort.i386.rpm.

Install

Run the following command to install Snort binaries: rpm --install snort-1.9.0-1snort.i386.rpm.

Starting, Stopping and Restarting Snort

To run Snort manually, use the following command:

[etc/init.d/snortd start

This command will start Snort and you can run the Snort daemon using the “ps —ef” command. You should see a line like the

following in the output of this command:
root 15999 1 0 18:31 ? 00:00:01 /usr/shin/

snort -A fast -b -l /var/log/snort -d -D -i eth0 -c /etc/

snort/snort.conf

To stop Snort, use the following command:

[etc/init.d/snortd stop
To restart Snort, use this command:
[etc/init.d/snortd restart
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Fig 4 Snort Installation and Starting Page for MySQL and PHP

Snort Modes
—  Network Sniffer Mode

— Logging Snort Data in Text Format

— Logging Snort in Binary Format

— Network Intrusion Detection Mode

Snort Alert Modes

Fast Mode

The fast alert mode logs the alert with following information:

Timestamp

Source and destination ports

Alert message (configurable through rules)
Source and destination IP addresses

To configure fast alert mode, you have to use “-A fast” command line option. This alert mode causes less overhead for the

system. The following command starts Snort in fast alert mode:
/opt/snort/bin/snort -c /opt/snort/etc/snort.conf -q -A fast
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Full Mode

This is the default alert mode. It prints the alert message in addition to the packet header. Let us start Snort with full alerting
enabled with the following command:

/opt/snort/bin/snort -c /opt/snort/etc/snort.conf -q -A full

UNIX Socket Mode

If you use “-a unsock” command line option with Snort, you can send alerts to another program through UNIX sockets. This is
useful when you want to process alerts using a custom application with Snort. For more information on socket, use the “man
socket” command.

No Alert Mode
You can also completely disable Snort alerts using “-A none” command line option. This option is very useful for high speed
intrusion detection using unified logging. You can disable normal logging using this option while using the unified option.

Sending Alerts to Syslog

This command allows Snort to send alerts to Syslog daemon. Syslog is a system logger daemon and it generates log files for
system events. It reads its configuration file /etc/syslog.conf where the location of these log files is configured. The usual location
of syslog files is /var/log directory. On Linux systems, usually /var/ log/messages is the main logging file. For more information,
use the “man syslog” command. The “man syslog.conf” command shows the format of the syslog. conf file. Depending on the
configuration of the Syslog using /etc/syslog.conf file, the alerts can be saved into a particular file. The following command
enables Snort to log to the Syslog daemon: /opt/snort/bin/snort -c /opt/snort/etc/snort.conf —s

Sending Alerts to SNMP

One very useful feature of Snort is SNMP traps. You can configure an output plug-in to send messages in the form of SNMP traps
to a network management system. Using this feature you can integrate your intrusion detection sensors into any centralized NMS
like HP OpenView, OpenNMS, MRTG and so on. Snort can generate SNMP version 2 and version 3 traps

Sending Alerts to Windows

Snort can send alerts to Microsoft Windows machines in the form of pop-up windows. These pop-up windows are controlled by
Windows Messenger Service. Windows Messenger Service must be running on your Windows machine for pop-up windows to
work. You can go to Control Panel and start the Services applet to find out if Windows Messenger Service is running. The
Services applet is found in the Administrative Tools menu on your Windows system. Depending on your version of Microsoft
Windows, it may be found in Control Panel or some other place
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Fig 5
Sample snort.conf File
The following is a sample configuration file for Snort. All lines starting with the # character are comment lines. Whenever you
modify the configuration file, you have to restart Snort for the changes to take effect.
# Variable Definitions
var HOME_NET 192.168.1.0/24
var EXTERNAL_NET any
var HTTP_SERVERS $HOME_NET
var DNS_SERVERS $HOME_NET
var RULE_PATH ./
# preprocessors
preprocessor frag2
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preprocessor stream4: detect_scans
preprocessor stream4_reassemble

preprocessor http_decode: 80 -unicode -cginull
preprocessor unidecode: 80 -unicode -cginull
preprocessor bo: -nobrute

preprocessor telnet_decode

preprocessor portscan: SHOME_NET 4 3 portscan.log
preprocessor arpspoof

# output modules

output alert_syslog: LOG_AUTH LOG_ALERT
output log_tcpdump: snort.log

output database: log, mysql, user=rr password=boota \
dbname=snort host=localhost

output xml: log, file=/var/log/snortxml

# Rules and include files

include $RULE_PATH/bad-traffic.rules
include $SRULE_PATH/exploit.rules

include $SRULE_PATH/scan.rules

include $SRULE_PATH/finger.rules

include $SRULE_PATH/ftp.rules

include $RULE_PATH/telnet.rules

include $SRULE_PATH/smtp.rules

include SRULE_PATH/rpc.rules

include $SRULE_PATH/dos.rules

include $SRULE_PATH/ddos.rules

include $SRULE_PATH/dns.rules

include $RULE_PATH/tftp.rules

include $RULE_PATH/web-cgi.rules

include $RULE_PATH/web-coldfusion.rules
include $RULE_PATH/web-iis.rules

include $SRULE_PATH/web-frontpage.rules
include $RULE_PATH/web-misc.rules
include $SRULE_PATH/web-attacks.rules
include SRULE_PATH/sql.rules

include SRULE_PATH/x11.rules

include SRULE_PATH/icmp.rules

include $SRULE_PATH/netbios.rules

include $SRULE_PATH/misc.rules

include $RULE_PATH/attack-responses.rules
include $SRULE_PATH/myrules.rules

If you define your own rule types, they are checked last in the sequence. For example, if you have defined a rule type
snmp_alerts, the order of rule application will be:

Alert -> Pass -> Log ->snmp_alerts
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Fig 7 Mysgl Database Create and Query Result using snort tools
Alert Details
Figure shows details about a particular ICMP packet that you would see when you click on an alert as shown in Figure 6-5. As
you can see, there are different sections on the page. Each section displays a particular layer of the data packet. The topmost
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section provides general information about the alert. The IP section displays all parts of the IP header. The ICMP header displays
ICMP data, followed by the payload. Payload is displayed both in hexadecimal and ASCII text. Refer to Appendix C for

information about different protocol headers.
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V. CONCLUSION

Fig 8

Network security is primary and important of any organization. Using Snort we detect intrusion atomically by defining Intrusion
detection rules and policy. We protect their home or organization from several types of attacks. Snort Intrusion Detection tools
allows the users customize installation as per their security requirement. Snort Tools have their own advantages and disadvantages,
using that we detect the instruction we make alert for that and prevent that instruction using Snort tools.
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