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Abstract - Cryptography includes the science and method to make safe the information. Public key cryptography
through the design of key pair-up is a huge penetrates for the conventional cryptography. RSA is one of mainly worn
asymmetric key encryption technique. It uses two diverse keys to encrypt and decrypt important to protect broadcast
of messages. This investigate job essentially focuses on rising the safety of RSA algorithm by means of two
supplementary random standards for the calculation of N, and thus to keep the comparable decryption speediness the
value of N formed by only two leading digit is worn. That helps to hold on to the equal decryption hustle. Proposed
method will boost the factoring difficulty of the benchmark algorithm up to least 6 times for sure.
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|. INTRODUCTION

Cryptography is a system to cover the data in excess of announcement strait. The urban touchable and hardware equipment
are not enough to defend the data starting unauthorized parties. Consequently, the experts and the developers have to
construct and expand safety systems, defend the information and to stop the attackers beginning singing with the extremely
significant basis. For this motivation, the expression "Encryption” brought elsewhere, and it’s the major feature that must be
obtainable in defence scheme and get for a genuine procedure to influence and produce the safety scheme. It is a skill to
conceal the information from strangers. As the knowledge grows date by date, the requirement of information security above
message conduit is augmented to high degree. To secure the information, cryptography is worn, and this crypto classification
can be illustrious in two chief types: Secrete-Key Cryptography and Public Key Cryptography.

Il. STANDARD RSA ALGORITHM

RSA is one of the largely worn asymmetric input encryption algorithms [9]. It uses numerous keys for encryption and
decryption foremost to protected broadcast of communication messages. RSA installation enhanced if cost of the key is
extended, as it becomes complicated to outline absent the factors of n. The algorithm includes three dissimilar phases [6]:

Phase 1: Key
Production Phase 2:
Encryption Phase 3:
Decryption

Phase 1: Key Production

RSA includes two keys: public and private key. Public key is worn to encrypt the message and private key is worn to decrypt
the message. The key production takes spaces as below:

STEP 1: Choose any two huge prime numbers P and Q.
STEP 2: calculate N by means of the known procedure
N=P*Q

STEP 3: calculate Euler’s totient meaning
? 0= (P-1)*(Q-1)

STEP 4: make a decision the public key supporter E so as to
1<E<9Q and, Eand @ are co-prime
Which revenue that GCD (E, @ ) =1

STEP 5: decide private key advocate D from side to side
the given method:

D *E= 1*mod ()
This means that D is the multiplicative opposite of E*mod ((®).
Now, here the public key includes public key exponent E and N. And private key includes private key exponent D & N.

Public Key: (N, E) Private Key: (N, D)
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Phase 2: Encryption

To encrypt any message, this method converts the agreed communication into an numeral number by means of a appropriate
stuffing method. Then subsequent method is worn to produce encrypted communication C:

C=M”"E mod (N)

Phase 3: Decryption
Subsequent formula is worn to decrypt the encrypted communication: M = C ~ D mod

(N)

Example of RSA Cryptosystem:
Phase 1: Key Production
STEP 1: Get any two big prime statistics P and Q.
Prefer P=7and Q = 17
STEP 2: Calculate N by means of the agreed method N=P * Q
N=3*11=119
STEP 3: Calculate Euler’s totient meaning @ N
@ N=(P-1) *(Q-1)
P N=6*16
® N=96
STEP 4: Decide the public key supporter E such that 1 <E < @ N and, E and @ N are to be co-prime which resources
that GCD (E, @ N) =1
LetE=5
STEP 5: terminate private key fan D from side to side the particular means: D *E= 1*mod (@ N). This method that D
is the (multiplicative conflicting of E)*mod ((@ N).
D=77 [AsED=1mod 96, D=E"mod 96 =77]
Public Key is (E, N) = (5,
119) Private Key is (D, N) =
(77,119)

Phase 2: Encryption (Presume Message is M=20, Public Key (7, 33))
Cipher Text determination will be intended from side to surface equation C = M " E mod (N)
C=M"E mod (N)

C=20° mod 119 = 3200000%119 = 90

Phase 3: Decryption (Cipher Text=90, Private Key (77, 119))
M =C "D mod (N)

M=90"" mod 119 = 20
I1l. SECURE EXECUTION oF RSA ALGORITHM

Secure execution of RSA algorithm by means of two casual figures for the calculation of N value. The similar price is worn to
produce E and D price. :

Phase 1: Key Production
STEP 1: Get any of the two big prime figures P and Q., Also get two random figures R1 and
R2. STEP 2: Calculate N by means of the known method
N=P*Q*R1*R2
STEP 3: galculate Eular’s totient meaning
@ = (P-1) * (Q-1)*(R1-1)*(R2-1)
STEP 4: Decide the public key advocate E such that
1<E<9 and, E and @ are co-prime
Which earnings with the
intention of GCD (E, 0)

STEP 5: Resolve private key supporter D from side to side the given
formula:

D*E=1*mod (@ )
This means that D is the multiplicative opposite of E*mod ((®).

Now, here the public key includes public key supporter E and N. And private key includes private key supporter D & N.
Public Key: (N, E) Private Key: (N, D)
Phase 2: Encryption

To encrypt any communication, the algorithm converts the specified communication into numeral figure by means of a
appropriate stuffing method. Then subsequent prescription is worn to produce encrypted communication C:
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C=M"E mod (N)

Phase 3: Decryption
Subsequent procedure is worn to decrypt the encrypted communication:
M =C "D mod (N)

Example of Secure RSA Algorithm with the two random numbers:
Let’s believe that, we contain to transmit a communication whose cost is 10 i.e. m=10.
Phase 1: Key Production
STEP 1: Obtain two prime figures x and y. P=5 and Q=3 Obtain any two casual figures X and Y. X=4 and Y=6
STEP 2: N = (6*3*4*6) => N = 360
STEP 3: ¢ (N) = (5-1)*(3-1)*(4-1)*(6-1) =4*2*3*5 => ¢ (N) = 120
STEP 4: GCD (E, 120) = 1 therefore, E= 7 because its co-prime to
120
STEP 5:7* D =1 mod (120) => D = 103
Public Key = (7,360)
Private Key =
(103,360)

Phase 2: Encryption
EncryEption of simple text by means of public key mechanism (7,360).
C=M" mod (N)

C=10"mod (360) = 280

Phase 3: Decryption
Decryption of communication by means of Private Key mechanism (103, 360)

M=CP mod (N) =C =280"103 mod (360) =10
IV. HIGH SPEED AND SECURE IMPLEMENTATION OF RSA ALGORITHM

RSA includes two keys: public key and private key. Public key is worn to encrypt and private key is worn to decrypt the
communication. The key production takes seats as follow:

Phase 1: Key Production
STEP 1: Obtain any two big prime figures P and Q., Also obtain any two casual figures R1 and R2.
STEP 2: calculate N by means of the specified method

N1=P*Q*R1*R2, N2=P*Q
STEP 3: calculate Eular’s totient occupation @ 1
@ 1=(P-1) * (Q-1)*(R1-1)*(R2-1)
STEP 4: Choose the public key exponent E such that
1<E<@1land, Eand @ 1 are co-prime
Which revenue that GCD (E, ¢ 1) = 1
STEP 5: steadfastness private key supporter D from side to side the specified method:
D *E= 1*mod (@ 1)
This way that D is the multiplicative opposite of E*mod ((@).

Now, here the public key includes public key supporter E and N. And private key consists of private key supporter D &
N.

Public Key: (E, N1) Private Key: (D, N2)

Phase 2: Encryption

To encrypt any communication, the algorithm converts the specified communication keen on a numeral digit by means of a
appropriate stuffing system. Then subsequent method is used to produce encrypted communication C:
C=M"E mod (N1)

Phase 3: Decryption
Subsequent method is worn to decrypt the encrypted communication: M = C ~ D mod (N2)

Example of RSA Algorithm with two random numbers with two different N Values:

Let’s think about that, we contain to post a communication whose worth is 10 i.e. m=10. Similar as preceding instance.

Phase 1: Key Phase 1: Key Production
STEP 1: Obtain any two prime figures x and y. P=5 and Q=3 obtain any two random numbers X and Y. X=4 and Y=6
STEP 2: N1 = (5*3*4*6) => N1 = 360 | N2 = (5*3) => N2 = 15
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STEP 3: ¢ (N) = (5-1)*(3-1)*(4-1)*(6-1) =4*2*3*5 => ¢ (N) = 120

STEP 4: GCD (E, 120) = 1 Thus, E= 7 because its co-prime to 120 STEP 5: 7 * D = 1 mod (120) => D =103

Public Key = (7,360)

Private Key = (103, 15)
Phase 2: Encryption

Encryé)tion of simple text by means of public key mechanism (7,360).

C=M

mod (N1)

C=10"mod (360) = 280

Phase 3: Decryption
Decryption of communication by means of Private Key mechanism (103, 15)

M=CP mod (N2) =C =280"103 mod (15) =10
V. IMPLEMENTATION

The projected algorithm is implemented using PHP coding speech. The obtained results are as follows.

Table 1 Encryption and Decryption Time using Standard RSA Algorithm

P Q N Phi(N) E D E.T. (ps) D.T. (ns)
1359833.000 1359833 1849145787889 1849143068224 3649134810816461 952143487749 0.112 0.094
2190971.000 2275067 4984605820057 4984601354020 3649134810816461 2230804116541 0.115 0.113
3306151.000 3399131 11238040354781 11238033649500 3649134810816461 1150182813641 0.137 0.104
4276829.000 4999307 21381181157503 21381171881368 3649134810816461 4746947729389 0.134 0.081
5788127.000 5792651 33528599654677 33528588073900 3649134810816461 14600829753941 0.112 0.094
6613231.000 6998177 46280561079887 46280547468480 3649134810816461 26767682055941 0.122 0.123
7002257.000 7414711 51919712002727 51919697585760 3649134810816461 20218262294981 0.100 0.094
8462089.000 8964113 75855122012057 75855104585856 3649134810816461 6051306844805 0.111 0.093
9850081.000 9865267 97173679036627 97173659321280 3649134810816461 24676700472581 0.102 0.107
10757543.000 11129113 119721911649359 119721889762704 3649134810816461 38674667625845 0.121 0.135

Table 2 Encryption and Decryption Time using Secure RSA Algorithm
P Q Rl | R2 N Phi(N) E D 1(2”:) l()uz)
1359833 1350403 45 90 3718553189465470 7191028542249020 3649134810816460 1116482470298110 0.108 0.165
2190971 2275067 88 36 38600787470521400 15178111122990900 3649134810816460 15080649900027000 0.128 0.124
3306151 3399131 74 92 1123804035478100 11238040354781 3649134810816461 2788182527889641 0.133 0.273
4276829 4999307 83 23 123497702365737328 21381181157503 3649134810816461 2976729839239541 0.134 0.271
5788127 5792651 10 84 45900652927252813 33528599654677 3649134810816461 51916855168151141 0.116 0.216
6613231 6998177 61 63 303646761245138607 46280561079887 3649134810816461 127761078695060741 0.103 0.319
7002257 7414711 95 95 284312342926933052 51919712002727 3649134810816461 95500542122507621 0.116 0.205
8462089 8964113 10 84 522565935541060673 75855122012057 3649134810816461 49539434601408773 0.121 0.211
9850081 9865267 76 44 242934197591567000 97173679036627 3649134810816460 166385981458503000 0.110 0.209
10757543 11129113 37 48 52797363037367319 119721911649359 3649134810816461 53793803171079941 0.115 0.211
Table 3 Encryption and Decryption Time using High Speed and Secure RSA Algorithm
P Q R1 R2 N1 N2 Phi(N) E D E.T. D.T.
(ns) (us)
1359833 1350403 61 63 6832956255802979 6831109851166080 1836322562699 3649134810816461 2027297117120261 0.106 | 0.0857
2190971 2275067 95 95 44986067526014425 44043937564120720 4984605820057 3649134810816461 21266540180365861 0.118 | 0.1023
3306151 3399131 10 84 1123804035478100 8394811136176500 11238040354781 3649134810816461 2788182527889641 0.121 0.0973
4276829 4999307 76 44 123497702365737328 68954279317411800 21381181157503 3649134810816461 2976729839239541 0.118 | 0.0971
5788127 5792651 37 48 45900652927252813 56730371021038800 33528599654677 3649134810816461 51916855168151141 0.108 | 0.1159
6613231 6998177 81 49 303646761245138607 177717302278963200 46280561079887 3649134810816461 127761078695060741 0.116 0.119
7002257 7414711 74 92 284312342926933052 344902551062203680 51919712002727 3649134810816461 95500542122507621 0.108 0.105
8462089 8964113 83 23 522565935541060673 136842608672884224 75855122012057 3649134810816461 49539434601408773 0.116 0.111
9850081 9865267 50 49 242934197591567000 228552446723650000 97173679036627 3649134810816460 166385981458503000 0.103 0.109
10757543 11129113 21 27 52797363037367319 62255382676606080 119721911649359 3649134810816461 53793803171079941 0.116 0.131
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Table 4 Average Encryption and Decryption Time

Average Time Encryption Time Decryption Time
Standard RSA 0.117(us) 0.104
Secure RSA 0.118(us) 0.220
High Speed and Secure RSA 0.113(us) 0.107

Encryption Time Comparison
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Figure 1: Graph: Encryption Time Comparisons

Decryption Time Comparison
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Figure 2: Graph: Decryption Time Comparisons
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V1. ANALYSIS

How the safety is amplified?

A Standard RSA Algorithm is protected sufficient, except for the factorizing procedure of N; it gives P, Q as productivity.
While in the container of customized RSA algorithm, the N (in public key module) is a mixture of P, Q, R1, R2, attractive the
most excellent case, allowing for R1 and R2 prime figures, we can contain N as a masterpiece of four prime integer. Now if
we are applying factoring assault and at take it simple talented to locate all the issue of N, we would have 4 factors, which
will effect in six single duos of them, which will amplify the difficulty of RSA algorithm six periods. If N=P*Q next we
willpower get solitary pair of prime figure which will create aggressive task simple. But in trunk of N=P*Q*R1*R2, we will
encompass all probable grouping of RSA prime pairs such as: P*Q, P*R1, P*R2, Q*R1, Q*R2, R1*R2. This is straight away
the holder if we encompass R1 and R2 as prime, but as we include selected R1 and R2 as casual figures, it will augment the
safety of RSA algorithm at enhanced stage.

How the speed is maintained?

As here we preserve observe that the protected RSA algorithm increases the hurry to smallest amount six periods than the
unique RSA algorithm, but it also causes reduce in decryption hurry. Therefore it can be augmented by means of the N price
generated by increase of P and Q, which also gives accurate production and accurate decrypted manuscript.

VII. CONCLUSION

Here in this research paper, we surveyed diverse methods customized by a variety of researchers and scholars for quicker
execution of RSA algorithm. They had worn diverse techniques and methodologies in instruct to accomplish high speed
execution of RSA algorithm. As we can notice that the protected RSA algorithm increases the speediness to least six periods
than the inventive RSA algorithm, but it also causes decline in decryption speediness. So it can be improved by means of the
N price generated by development of P and Q, which also gives accurate harvest and accurate decrypted manuscript.
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