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Abstract—Malicious URLs become major concern for internet users. Most of the time, Users use resources like emails,
search engines, financial transactions, gaming services, etc. The replicas of legitimate websites are created to fool users.
This paper gives an approach for finding malicious URLs by combining blacklisting approach and feature extraction
approach. In addition, the Alexa rank heuristic is also considered as an important factor to decide whether site is phishing
or not.

Index Terms—Malicious URL, Heuristic

l. INTRODUCTION

In phishing attack, the phishers induce internet users to click on a link to get user’s confidential information like username,
password, bank account number, credit card number, etc. Phishing is the word that is derived from the word ‘Fishing’ by replacing
F with Ph. Most affected sectors are retail or service. After that, second highly affected sector is financial sector in which bank
transaction details and bank account information are included. Then other sectors are there such as multimedia, social networking,
government, unclassified, etc. Users must identify the URLs of surfing webpages, so that, they can be safe from the phishing attack
by criminals. In some cases, the hackers try to send spoofed emails to the users from the well-known third party. The user assumes
that the email is from the authenticated and known organization. But he or she does not know that it is going to be a data breach.

1. BACKGROUND THEORIES

Many researches have different approaches. Some of them use the TF-IDF (Term Frequency — Inverse Document Frequency)
weighting system which assigns initial weight to the extracted words from the website content. The TF-IDF algorithm computes
initial weights of all words in plain text extracted from HTML content. URL weighting system computes further weight and is then
added to initial weight of words to get final weights. Some approach uses classification of URLs based on their lexical and host-
based features. Other approach uses URL ranking, which includes three mechanisms: URL clustering, URL classification and URL
categorization. In URL clustering, clustering is performed on entire dataset using K-means algorithm. It assigns a unique cluster ID
for each URL. In URL classification, the URLs are classified using its features. In last mechanism, that is, URL categorization, all
categories are extracted from Microsoft Reputation Service(MRS) and placed into three separate bags: Severe, Moderate and
Benign. The URLs are given ranks using URL reputation services.

There are various heuristics of an URL. They are as:

e Page Rank

e Alexa Rank

e Age of Domain
DNS record
Abnormal URL
Long URL
Prefix Suffix
Subdomains
Http/Https
e |Paddress

Blacklisting is the most common technique used by major browsers such as Internet Explorer, Mozilla Firefox, Chrome, Opera,
etc. When users of the browser try to load a URL that is in the browser’s blacklist, the browser will warn the user by prompting the
alert message that the site accessed by you can be harmful.
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I11. PROPOSED APPROACH
The proposed approach is based on identifying malicious URLs efficiently. The flow of the proposed approach is:
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Fig. 1 Flow diagram of proposed approach

The Figure 1 shows the proposed approach. It starts process by retrieving URL from Email. There are 1000 URLs in the
collection. All links from the email are collected. The features of collected URLs are selected and Alexa rank of URL is calculated.
After calculating all these values, the whole value of system is calculated. The value of system is compared to threshold value.
According to that, the URL is checked if it is phishing or legitimate. The filtered URLs from this process will be given to the next
step. The next step is to check URL against phishing URLSs list and also checked against patterns using regular expressions. By
combining these two approaches, more accurate results can be obtained.

IV. RESULTS

By selecting URL features, the URL is divided into primary domain, sub domain, path domain, TLD and protocol. Figure 2
shows the result of the URL features selection:

Protocal PrimaryDomain |TLD SabDomain PathDomain
bitp-allibabay ultimatefrechost com/logn alsbaba comyalibaba/ Alibaba haml' hatp ultsmatefrechost com  allibabay Togin alibaba com/alibaba’Alsbaba ltml
bip . ‘mobilemusiclessons com on'dbfile dbfile best hetp com mobilemusiclessons  ‘on/dbfile/dbfile/best
Bittp . 'www. find-my-aphone. it/ hatp firsd-my-1phone it www
bttp-//shopplussizelingene com/dfghy 55425555555554242/ hetp com shopplussizelngene (dfghy/S5425355555554242
bttp www paypal com web-scr us/paypal ‘cgi-bin'webscremd php hatp paypal com web-scx us  WWW /pavpal/cas-bin'webscremd php
bty wvw pavpa com wndex-php-cgiban com/ hap pavpa.com ndex-php-cgibin com  wyw
batp ‘hesoeswm-server-com phpzilla net hap phpzlia net  heroeswim-server-com |

Fig.2  URL features selection
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After selecting features, all feature values are calculated using algorithms. Figure 3 shows the result of calculated feature values
for number of URLs:

http://allibabaj ultimatefrechost.com/login alibaba.com/alibaba/Alibaba html/ 0

http://mobilemusiclessons.com/on/dbfile/dbfile/best 1.00333333333333 0 0 1
| http://www.find-my-iphone.it/ 1.00333333333333 0 1 0
| http://shopplussizelingerie.com/dfghj/55425555555554242/ 1.00333333333333 0 1 1
| http://www.paypal.com web-scr.us/paypal/cgi-bin/webscrcmd. php 1.00333333333333 1 1 1
‘http:fﬂ\m‘\\ipaypa.com.index—php-cgibmcom/ 1.00333333333333 1 0 0
| http://heroeswm-server-com.phpzilla net 0 0 1 0

Fig. 3  Feature values calculation

The whole value of system is calculated according to values of Alexa rank, primary domain, sub domain and path domain. The
value of system is then compared to threshold value. If value of system is less than the threshold value, then the URL will be
phishing. If the value of system is greater than the threshold value, the URL will be legitimate.

Threshold Phishing Sites
0.1 122
0.2 189
0.3 246
04 550
0.5 680
0.6 770
0.7 812
0.8 997

Table 1 Number of URLSs at threshold value

At threshold value 0.7 and 0.8, best results can be obtained. So, the value of system of an URL can be compared to these two
threshold values. By comparing value of system to these threshold values, the malicious URL identification can be done efficiently.
The blacklist is prepared using standard dataset of Phish Tank. The filtered URLs are compared to this blacklist to get more results.

V. CONCLUSION

In this paper, we use the approach of combining two approaches, such as, blacklisting and feature extraction. Using this
approach, the malicious URLs can be identified more accurately. The system model is checked for 1000 URLSs which are collected
from emails. The technique is experimented with primary domain, sub domain, path domain and Alexa ranking. Thus, combination
of two approaches works efficiently.
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