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Abstract— The aim of Cloud Computing environment is to provide low cost, reliable, rapid, on-demand services to the 

users anywhere and anytime. But with its rapid development the security challenges are numerous. The evolution of 

Cloud computing makes the major changes in computing world as with the assistance of basic cloud computing service 

models like SaaS, PaaS, and IaaS an organization achieves their business goal with minimum effort as compared to 

traditional computing environment. On the other hand security of the data in the cloud database server is the key area of 

concern in the acceptance of cloud. It requires a very high degree of privacy and authentication.  Unsecure practices by 

cloud service providers (CSP), dependency on web based service delivery and cloud technology related vulnerabilities 

could lead to application and data compromise. These threat scenarios require cloud customer to look for more 

transparency and controls. The core component for hosting web applications is the web application server, but to produce 

secure, reliable, high performance architecture. This system will design cloud based hosting in which file manager will 

process web content. The web data will be protected by using encryption. The security control used in this system is IP 

grabber in which it keeps track of IP addresses of all users system. It also provides another technique for scanning a bugs 

and vulnerabilities in web application 
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________________________________________________________________________________________________________ 

I. INTRODUCTION  

             Cloud computing is an innovation methodology for giving pay per utilize access to a gathering of shared resources for 

specific systems, stockpiling, servers, administration and applications, without physically getting them. Cloud computing is a 

totally web based innovation where customer information is put away and kept in the server farm of a cloud supplier like Google, 

Amazon, Salesforce.com and Microsoft and so on. Constrained control over the information may acquire different security issues 

and threats which incorporate data breach, unreliable connectivity, sharing of resources, data accessibility and inside attacks. A 

breach of security may lead to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, 

personal data transmitted, stored or otherwise processed [10]. Data security has consistently been a major issue in information 

technology. In the cloud computing environment, it becomes particularly serious because the data is located in different places 

even in the entire globe. Data security and privacy protection are the two main factors of user’s concerns about the cloud 

technology. Though many techniques on the topics in cloud computing have been investigated in both academics and industries, 

data security and privacy protection are becoming more important for the future development of cloud computing technology in 

government, industry, and business[2]. The Effective Privacy Protection Scheme is proposed to provide the appropriate privacy in 

cloud environment by using some techniques. This will provide data security by using encryption and other techniques like IP 

grabber and vulnerability scanner. 

 

II. CLOUD COMPUTING OVERVIEW 

              Cloud Computing is a rising field in the history of computing. It is a way to maximize the capacity and capabilities 

without spending a lot to buy a new infrastructure and software. When users are online, they can get faster access to their data due 

to the massive storage. Although Cloud computing has many advantages due to large number of organizations moving towards it, 

it comes up with lots of security issues and breaches faced by both cloud service providers and users[11] .Cloud Computing is a 

set of IT Services that are provided to a customer over a network and these services are delivered by third party provider who 

owns the infrastructure. It is often provided "as a service" over the Internet, typically in the form of infrastructure as a service 

(IaaS), platform as a service (PaaS) and software as a service (SaaS) [8]. 

            In the cloud computing environment, both applications and resources are delivered on demand over the Internet as 

services. Cloud is an environment of the hardware and software resources in the data centers that provide diverse services over the 

network or the Internet to satisfy user’s requirements. The explanation of “cloud computing” from the National Institute of 

Standards and Technology (NIST)[6] is that cloud computing enables ubiquitous, convenient, on-demand network access to a 

shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort or service provider interaction. Thus, cloud computing provides a 

convenient on-demand network access to a shared pool of configurable computing resources [2]. 

 

Security Issues: 

Security issues are the most concerned challenges in cloud computing [9]. This is very important because the cloud service 

provider must ensure that the users is not facing any serious problem like data loss and data theft which may cause a great loss 
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depending on the sensitivity of the data stored in cloud. A malicious user may pretend to be the legitimate users and infecting the 

cloud. 

-Identification and Authentication 

-Access control 

-Data integrity 

-Encryption /Decryption 

-Availability 

-Resource Allocation 

 

Security Challenges: 

Cloud Computing represents one of the most significant shifts in information technology many of us are likely to see in our 

lifetimes. Basically the major challenge for employing any efficient security scheme in CC is created by the tasks expected from 

the clouds. Security schemes look like a defense tool which every organization needs [15]. However there are some challenges the 

organizations face while deploying a security system in Cloud computing. Some of them are: 

-Abuse and Vicious Use of Cloud Services 

-Data Loss 

-Malicious Activities 

-Insecure API’s 

 

III. EXISTING SYSTEM 

             In cloud computing services, customers are worried about moving their sensitive data and applications from their own 

private computing environments to a cloud environment which is shared by different users and which is usually accessible via a 

public network. Data stored in the cloud can be retrieved at any time from any place as long as there is network access. By 

partaking storage and networks with many other users it is also possible for other unauthorized users to access the data. This may 

lead to felonious act. To solve the problem of leverage encryption technology is traditional Public Key Encryption (PKE).The 

resulting work ciphertext can be decrypted by a valid receiver with secret key and security device. To support revocability, 

employ re-encryption technology such that the part of cipher-text for an old security device can be updated for a new device if the 

old device is revoked. Meanwhile, need to generate a special key for the above cipher-text conversion. Also guarantee that the 

cloud server cannot achieve any knowledge of message by accessing the special key, the old ciphertext, and the updated 

ciphertext. Further use hash-signature method to “sign” ciphertext such that once a component of cipher-text is tempered by the 

adversary, the cloud and ciphertext receiver can tell. 

 

 

Comparison 

factor/paper 

 

Greveler et al. H.Liu et al. J.K Liu et al. 

Access Control 

 

Fine grained Attribute based Fine grained 

Encryption 

 

XML Encryption Proxy Encryption Yes 

Policy 

 

XACML policy No Two Factor 

Authentication 

 

Table 1: Comparison of protection schemes 

 

Data place the major role in the concerned cloud arena. Security issues are arise because of lack in providing secure storage 

service. Some researchers define and derive some models to preserve the privacy of cloud data storage. The models are as 

follows: 

Greveler et al. designed a Privacy preservation model to protect cloud data [16]. The machine readable rights and expressions are 

needed for accessing the data. That is a database is created with set of controls such as roles for users, are defined at the time of 

application launch. It is unchangeable author found that a work is to secure the hard disk with set of decryption keys. Keys are to 

be stored at some space in the system. Xtensible Access Control Markup Language (XACML) is an Xtensible Markup Language 

(XML) based language used to define a fine grained access control policy. The author found that these techniques are not 

safeguarding against attacks as impersonation. The author work is based on some of the methods XML signatures, XML 

Encryption, and Encryption proxies. Cloud database is stored with user credentials and metadata table information. Users can 

access the cloud data through the encryption proxy. If user wants to access the data, he/she need to follow encryption proxy. If the 

user doesn't have control on existing rule, then access is restricted. This work is combined with several mechanisms. This leads to 

performance overheads. Each time there is a need for re calculation or redefining such rules. It gives confusion on huge requests. 

Entire control is on the encryption proxy. Compromising the proxy leads the system failure. 

H. Liu et al. reviewed that the existing solutions focus on the illegal access of data not on privacy issues when data sharing to 

others [17]. Author proposed a Shared Authority based Privacy preserving Authentication protocol (SAPA). This protocol 

achieved the shared access authority by anonymous access matching mechanisms with privacy and security considerations. An 

attribute based access control is used to prove that the user can only access own data fields. Proxy re-encryption is applied to 
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prove data sharing among multiple users. A universal composability model, is established for multiuser applications. Anonymous 

ID based data sharing algorithm for the systems under distributed computing and multi party oriented. This gives an integer data 

sharing algorithm gives a unlimited number of anonymous assignment. Multi owner data sharing scheme is derived for dynamic 

groups in cloud applications. It assures the user can share the data securely to dynamic user groups through a untrusted cloud 

server. A granted user is able to decrypt the files. No interaction required for accessing the data from its owner.  

J.K Liu et al. designed a fine grained two factor authentication access control system for the computing services based on web 

[18]. Attribute based access control scheme is designed by taking secret key and a device. Both are required to get access i.e. the 

same computer is required for every access. Personal usage system like e-Banking services is an suitable application. The device 

used must support algorithm functions and tamper proof. This scheme supports a fine grained attribute based access control. 

Mediated cryptography was designed for the immediate revocation of public keys . A Security Mediator (SEM) model is designed 

based on this cryptography. In this system, user has secret key, public key, identity, and signing algorithm. Secret key and SEM 

model are also needed. It solves the revocation problems. User is anonymous to this model. So it leads to a security issue. Key 

insulated cryptography is used to store long term keys in a secured device and short term signatures in unsecured device. All users 

are needed to update the key for every time and the device is requested to do this task. 

Limitations of Existing System: 

1. Basic encryption techniques are used. Key management and backup services not effective.  

2.  Cipher-text based security may not provide the best solution to all time.  

3.  Security issues are not efficient into account like authentication and confidentiality 

4. High computation overload. Provides very low throughput. 

IV. PROPOSED SYSTEM 

The core component of protection system is centralized server. The architecture of centralized control server includes security 

module. Centralized Server is a management portal with web interface and security module. Administrator will monitor web 

portal and other related operations and user interact with API to access web application. The proposed system consists of peer to 

peer encryption in which it will encrypt data using private key and data will be stored on to cloud server. The web data will be 

encrypted by using reliable and highly secured algorithm such that data will get secured. The system will also include file 

manager to perform various operations on a data. It will provide editing tool for user so that data will be manipulated and updated 

data will be stored on a server. 

 

 

 

 

 

 

 

 

 

 

 

 

                  Figure 1: Structure of security module 

V. APPLICATIONS 

1. The proposed system may used in any applications on cloud environment. 

 2.  This may used as security tool to any cloud based application.    

3. This is used a security as a service (SECaaS) which may use in business continuity and disaster recovery systems. 

 4. This system may used in information security and data storage services. 
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