© IJEDR 2019 | Volume 7, Issue 2 | ISSN: 2321-9939

Fuzzy Logic And Network Intrusion Detection
System

'Bhawna Sinha, °S.S. Sahay, *Braj Kishor Prasad
'3 Assistant Professor, “Head of Department
"Patna Women's College
“Bakhtiyarpur College of Engineering

Abstract—Intrusion Detection System which are the key part of system defense are used to identify abnormal activities
in a computer system. In general, the traditional intrusion detection relies on the extensive knowledge of security
experts, in particular, on their familiarity with the computer system to be protected. Currently available intrusion
detection systems focus mainly on determining uncharacteristic system events in distributed networks using signature
based approach. Due to its limitation of finding novel attacks, we propose a hybrid model based on improved fuzzy and
data mining techniques, which can detect both misuse and anomaly attacks. In the proposed system, we have designed
fuzzy logic-based system for effectively identifying the intrusion activities within a network. The proposed fuzzy logic-
based system can be able to detect an intrusion behavior of the networks since the rule base contains a better set of
rules. In this paper we resent the study of network intrusion detection using fuzzy logic with suitable model. The
proposed model has been tested against the live networking environment inside the campus and the results have been
discussed.

Index Terms—Intrusion Detection System, Fuzzy logic, hybrid model, network intrusion detection

I. INTRODUCTION

Computer systems are turning out to be more and more susceptible to attack, due to its extended network connectivity. The
usual objective of the aforesaid attacks is to undermine the conventional security processes on the systems and perform actions
in excess of the attacker’s permissions. These actions could encompass reading secure or confidential data or just doing
vicious destruction to the system or user files.

Computer security is one of the top priorities of our modern society. The Internet growth, information sharing, and technology
improvement are some of the factors that humans become dependent on. Illegal access to private and confidential data has
become a new way of crime. Tools for malicious purposes are freely available for download from the Internet. Hackers all
over the world no longer need to have a strong IT background in order to perform attacks.

There are several avenues that help regular users or professional administrators to better protect their data. The first
line of defense against intruders is to adopt preventive measures such as physical access control, logical access control (i.e.,
passwords and encryption) or network access control (i.e., firewalls, VPNs) that dramatically decrease the chances of an
intruder to compromise the data. Another preventive measure is to keep the software updated with the latest security patches
that are released to avoid software-bug exploits. Another common way not only to prevent but also to combat unwanted
activity is the use of Intrusion Detection Systems (IDS) that can detect and also actively or passively respond to intrusions.

An intrusion detection system (IDS) watches networked devices and searches for anomalous or malicious behaviors
in the patterns of activity in the audit stream. Capability of discriminating between standard and anomalous user behaviors
should be present in a good intrusion detection system. This would comprise of any event, state, content, or behavior that is
regarded as abnormal by a pre-defined criterion.

The difference between an active and passive response is that in the first case the system takes control over the course
of actions that follow the detection of an intrusion (such as, deleting software, blocking a connection), whereas in the case of
passive response, the intrusion is reported but the countermeasure decision is left at the human's discretion. Depending on the
detection scope, intrusion detection can be categorized into two main classes, host-based and network-based.

The host-based intrusion detection concentrates on the security of a single machine; whereas the network-based
intrusion detection concentrates on the security of a network in general. The host-based intrusion detection has the advantage
of being able to oversee and monitor all the processes that are initiated on the local host. This type of protection can be very
instrumental especially in detecting possible viruses or Trojans that might be intentionally or unintentionally deployed on the
protected host.

II. DATA COLLECTION IN INTRUSION DETECTION
Data acquisition is one of the biggest challenges that a network security system must undertake. The decision on the amount of
data, and the type and place of the data capturing process dramatically influences not only the performance of the system, but
also its trustworthiness and detection scope. Based on the type of data that is collected, the IDSs can be classified into five
main categories as follows:
1. Application-integrated IDSs: are those IDSs that collect the data out of a single application. They have an embedded
sensor inside the application itself that collects and sends the extracted features to the IDS for processing.[1,5, 8]
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2. Application-based IDSs: are those IDSs that monitor only one application by transparently collecting the necessary data.
This is done by the use of external sensors that detect and capture the data exchanged between the monitored application
and those third party entities (e.g., applications, hosts) that it interacts with.

3. Host-based IDSs: evaluate and keep track of the wellness of a host as an entity by monitoring its applications.

4. Network-based IDSs: are those IDSs that are meant to protect the network itself. The network is pictured as a collection
of hosts that interact by exchanging messages that are transferred through wires (i.e., in the case of a wired network) or
radio waves (i.e., in the case of a wireless network). The sensor of the IDS collects data by sniffing it directly from the
network traffic in a transparent way.[8]

5. Hybrid IDSs: use two or more of the previously described techniques in order to collect data. The following sections
further describe each of the previously mentioned categories, along with their advantages and disadvantages.[11, 4]

III. EXISTING CLASSIFICATIONS OF THE NETWORK DATA FEATURES
The general confusion that exists around the best features to be used from the network data has multiple root causes, and
one of them is the lack of universally accepted network feature classifications. Even though there is no unanimous
classification consensus regarding the features that can be extracted from raw packet data, most of the papers do make a
distinction (even if not directly) between features that are computed with respect to a single TCP connection, versus those
that are computed considering multiple TCP connections as follows:
a) Basic TCP Features: are those features that characterize a single TCP/IP connection. The names for this category differs
from author to author, but the semantic tends to be consistent. [1, 4, 8]
b) Derived Features: are those features that can characterize multiple TCP/IP connections at the same time Also known as
Traffic Features . By their use the system finds similarities that exist between different TCP connections in the network.
In order to compute the derived features, two types of sliding window intervals are used. The first approach uses a time
window interval of a few seconds (e.g., 5 sec), while the second approach uses a connection window interval of several
connections (e.g., last 100 connections).
Thus, the Derived Features category is further divided into:
i) Time-based features: Includes all the derived features computed with respect to the past x seconds (where x is the size of
the time window interval.
ii) Connection-based features: Includes all the derived features computed with respect to the latest £ encountered TCP
connections in the network.
While the first category of features (i.e., Basic TCP Features) are used to characterize and detect attacks that use only one
connection, the second category is mostly used to detect attacks that employ multiple connections at the same time (e.g.,
scanning, DDoS attacks, and worm spreads). Furthermore, the Time-based feature category is mostly used for detecting bursty
attacks (i.e., attacks that happen within a short period of interval) such as worm and DDoS. Finally, the Connection-based
features are predominantly used for the detection of stealthy attacks, attacks that happen within a long period of time usually
several minutes or even hours. Comparing the pool of available feature classifications with the tremendous amounts of
network data that can be monitored and extracted, it is clear that this area greatly suffers from an comprehensive classification
schema that takes into account the nature and diversity of feature types that can be seen in the network.

Despite the advantages that this method has, its maintenance proves to be quite a challenge when the security of a
whole enterprise is targeted. Moreover, the method remains oblivious to network attacks such as probing, worm, and Denial of
Service (DoS).

The network-based approach solves some of the problems that the host-based approach suffers from by its intrinsic
superior position.

A network-based IDS (NIDS) has access to network data and also application level data, which allows it to detect
network-based intrusions and also some of the application-based intrusions. The disadvantage of this approach is its limitation
of detecting those application level attacks that look normal from the network point of view.

For instance, a Trojan that opens a back channel to another host will appear as a perfectly legitimate connection as
seen by the NIDS. The huge amount of data that a NIDS can analyze also inevitably leads to computationally intensive tasks
that are very hard to cope with. That is why some of the NIDSs compromise their in-depth analysis for a better performance.
More and more enterprises adopt a hybrid approach by enforcing their machines to have certain antivirus products while also
having a network-based appliance.

This approach takes advantage of both methods providing a comprehensive coverage for the enterprise. Regardless of
its type, there are three main approaches that an IDS can implement for the detection of attacks. The first approach is the
signature-based one. This type of detection engine uses signatures to identify intrusions. An intrusion is identified if it matches
any of the signatures that the IDS has. The method is very precise and does not produce ambiguous results due to the
signatures that it has; however, its main disadvantage is the lack of versatility against new attacks or unseen variants of the
known attacks.

The second type of detection is the specification-based one. This type of detection uses the protocol or application
specification to create a normal profile of allowed actions. If during the running time the monitored application or protocol
does not comply with their specifications, an intrusion is signaled. The advantage of this approach is that by defining the
normal behavior everything that deviates from it will be signaled and reported. Due to the increasing complexity of
applications the main challenge of this technique remains to determine and create the normal allowed profiles. Finally, the last
type of detection technique is the anomaly-based one. This type of technique is not as precise as the signature-based one, but
can be very instrumental in detecting variations of attacks as well as new ones. During a training period, by using machine
learning techniques, a normal profile is created, which will be constantly compared with a running profile extracted at run-
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time. Once the difference between the normal and running profiles exceeds a certain threshold, an anomaly is signaled. The
main disadvantage of such method is the relative high number of false positives that it produces.

IV NETWORK INTRUSION DETECTION SYSTEM USING FUZZY LOGIC
Recently, several researchers focused on fuzzy rule learning for effective intrusion detection using data mining techniques. By
taking into consideration these motivational thoughts, we have developed a fuzzy rule based system in detecting the attacks.
This system, anomaly-based intrusion detection makes use of effective rules identified in accordance with the designed
strategy, which is obtained by mining the data effectively. The fuzzy rules generated from the proposed strategy can be able to
provide better classification rate in detecting the intrusion behavior. Even though signature-based systems provide good
detection results for specified and familiar attacks, the foremost advantage of anomaly-based detection techniques is their
ability to detect formerly unseen and unfamiliar intrusion occurrences. On the other hand and in spite of the expected
erroneousness in recognized signature specifications, the rate of false positives in anomaly-based systems is generally higher
than in signature based ones. The different steps involved in the proposed system for anomaly-based intrusion detection are
described as follows:

(1) Classification of training data

(2) Strategy for generation of fuzzy rules

(3) Fuzzy decision module

(4) Finding an appropriate classification for a test input

Feature Evaluation Module

The Feature Evaluation Module implements the feature performance evaluation as previously described in Chapter
3.3. Figure 4.5 depicts the underlying block diagram of this module. This module is implemented as a combination of
MATLAB and Java procedures. This whole process is executed once, after the Statisical Profiler Module has exhausted all its
input data. The whole evaluation process is designed as a sequential process that consists of four tiers. Each individual tier can
be executed only after the previous tiers have completely exhausted the data that they work with. For this reason, there are
three temporary databases that act like buffers between adjacent tiers. The only functionality that the databases have is to store
data until is needed at the next tier. As depicted in Figure-i, the first processing tier is done for each feature tuning
combination. This module implements the previously presented algorithm for Fuzzy evaluation of f; against & attack while
using Tty tuning.
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Figure-i : The overall view of the Feature Evaluation Module block diagram
We use MATLAB Fuzzy Logic Toolbox to implement the fuzzy inference. Next, after all the possible combinations are
exhausted, the second tier starts its processing stage for each individual attack-feature combination. When all the possible
combinations are exhausted, the third tier starts evaluating each feature against all the defined attack classes. The fourth and
final tier uses both, the information provided by the antecedent tier, as well as the information stored in the False Positives
DB.

V. FUZZY DECISION MODULE

This section describes the designing of fuzzy logic system for finding the suitable class label of the test dataset. Zadeh in the
late 1960s introduced Fuzzy logic and is known as the rediscovery of multivalued logic designed by Lukasiewicz 4 The
designed fuzzy system contains 34 inputs and one output, where inputs are related to the 34 attributes and output is related to
the class label (attack data or normal data). Here, thirty four-input, single-output of Mamdani fuzzy inference system with
centroid of area defuzzification strategy was used for this purpose. Here, each input fuzzy set defined in the fuzzy system
includes four membership functions and an output fuzzy set contains two membership functions. Each membership function
used triangular function for fuzzification strategy.
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In the testing phase, the testing dataset is given to the proposed system, which classifies the input as a normal or attack. The
obtained result is then used to compute overall accuracy of the proposed system. The overall accuracy of the proposed system
is computed based on the definitions, namely precision, recall and F-measure which are normally used to estimate the rare
class prediction. It is advantageous to accomplish a high recall devoid of loss of precision.

VL CONCLUSIONS

Internet and data fraud has become one of the most challenging cybernetic acts that security officers around the world try to
combat. The more critical and confidential the data is the more appealing it is for attackers. The impact of a successful attack
on an institution can have disastrous consequences such as privacy breach, data loss, or service interruption. Researchers
around the world constantly develop and improve NIDS that are meant to combat such threats. For a NIDS to function
properly all of its building blocks and processing components need to be properly designed. The feature selection stage is one
of the first steps that needs to be addressed. This step can be considered among the top most important ones, since the overall
performance and detection scope of the NIDS directly depends on it. Despite its importance we believe that the feature
selection phase for intrusion detection has not been sufficiently studied and explored by the research community.

The main focus of this paper is on mining the most useful network features for attack detection. In order to do this, we
proposed a network feature classification schema as well as a deterministic feature evaluation procedure that helps to identify
the most useful features that can be extracted from network packets. We have developed an anomaly based intrusion detection
system in detecting the intrusion behavior within a network. A fuzzy decision-making module was designed to build the
system more accurate for attack detection, using the fuzzy inference approach. An effective set of fuzzy rules for inference
approach were identified automatically by making use of the fuzzy rule learning strategy, which are more effective for
detecting intrusion in a computer network. At first, the definite rules were generated by mining the single length frequent
items from attack data as well as normal data. Then, fuzzy rules were identified by fuzzifying the definite rules and these rules
were given to fuzzy system, which classify the test data.
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